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Abstract—Fraud detection in energy systems by illegal con- power companies, evidencing the energy frauds [4]. However

sumers is the most actively pursued study in non-technical lossesit is a hard task to calculate or measure the amount of the
by electric power companies. Commonly used supervised pattern commercial losses, because in most part of the cases it is

recognition techniques, such as Atrtificial Neural Networks and | ti ible to k h th 5
Support Vector Machines have been applied for automatic almost impossible to know where they occur [5].

commercial frauds identification, however they suffer from slow ~ The illegal connections of electric power are the reason
convergence and high computational burden. We introduced of constant concern, both for the electric power companies
here the Optimum-Path Forest classifier for a fast non-technical and for regulatory agencies. In this context, several manne
It?]ZiezJSf;gr?éttl\?vg’rgh;Z hs?riilt;eretr:) dseumogfttr\a};i?oiolv?aecr?il#\%inorOf frauds may affect the authorities, that will not collebet

bp 1entributes and taxes [1], [6]. The minimizing of the lossesseal

but much faster. Comparisons among these classifiers are also ; .
presented. for these frauds represents the guarantee of investments in

Index Terms: Non-Technical Losses, Optimum-Path Forel§te product quality, the maintenance of the patrimony of the
concession and, mainly, the possibility of improvementhe t
|. INTRODUCTION public services with less cost [7].

Recently, the electrical systems of several countries haveAlthough the advances in this area can be evidenced in
been going through some changes, beginning with the privatecent years, especially with several techniques of étectr
zation of electric power companies, introducing a competit energy measurement, it becomes more necessary the research
environment in the national scene. The investments made dify alternative methods with the great flexibility and easy
companies have as main objective a significant improvemeattaptation to the context of the problem, as the models of the
of their financial and technical performance, seeking higheomputational techniques with intelligent algorithms.gNat
productivity, efficiency and profitability. In order to geetter al. [8] used Support Vector Machines - SVM [9] for detection
management with regard to the energy losses, one of the waf<lectricity theft, and Nizar et al. [7] applied data migin
to maximize the available energy for commercializationhia t based techniques for non-technical loss analysis. Mooeder
electric power companies is to reduce the theft or fraud ef al. [10] proposed to use Artificial Neural Networks -
energy [1]. ANN [11] together with statistical analysis for fraud deten

The losses of electric power are constituted by the diffeeenin electrical consumption. A hybrid approach between Genet
between the generated/bought energy and the billed on&korithms - GA [12] and SVM was also applied for non-
and can be divided into two distinct types: (i) technicakechnical losses detection [13].
and (i) non-technical losses. The former are related with Despite the use of these artificial intelligence techniques
problems in the system through the physical charactesistitave been increasing, some flaws need to be revisited. An
of the equipment, that is, the technical losses are the gne&\NN with multi-layer perceptrons (ANN-MLP), for example,
lost in the transport, the transformation and the equipmerdan address linearly and non-linearly separable problémnts,
of measurement, becoming a very high cost to the electriot non-separable situations with maximum effectiven&s [
power companies [2]. The commercial losses or non-technids an unstable classifier, collections of ANN-MLP [14] can
losses are those associated with the commercializatioheof tmprove its performance up to some unknown limit of clas-
supplied energy to the user and refer to the delivered asifiers [15]. Support vector machines have been proposed to
not billed energy, propitiating a loss in the profits. Thegoal overcome the problem, by assuming linearly separableadass
are defined as the difference between the total losses anditha higher-dimensional feature space [9]. Its computaition
technical losses, been strongly related to illegal conmest cost rapidly increases with the training set size and the
in the distribution system [3]. number of support vectors. As a binary classifier, multiple

Theft and problems with power meters, with the purpose 8VMs are required to solve a multi-class problem. Panda et
modify the registration of electric power, are the main esusal. [16] presented a method to reduce the training set size
of commercial losses in national and international electrbefore computing the SVM algorithm. Their approach aims



to identify and remove samples likely related to non-suppor Let (Z;, A) be a complete graph whose the nodes are the
vectors. However, in all SVM approaches, the assumpti@amples inZ; and any pair of samples defines an arcdin=
of separability may also not be valid in any space of finit&; x Z; (Fig. 1a) . The arcs do not need to be stored and
dimension [17]. so the graph does not need to be explicitly represented. A

Recently, a novel framework for graph-based classifiers thzath is a sequence of distinct samptes= (sq, so, .. ., si),
reduce the pattern recognition problem as an optimum pathere (s;,s;+1) € A for 1 < i < k — 1. A path is said
forest computation (OPF) in the feature space induced byravial if ©# = (s;). We assign to each path a cost f(n)
graph were presented [18]. These kind of classifiers do rgiven by a path-cost functiofi. A path r is said optimum if
interpret the classification task as a hyperplanes optiiniza f(7) < f(«’) for any other pathr’, wherer and=«’ end at a
problem, but as a combinatorial optimum-path computati@mame samplg,. We also denote by - (s, t) the concatenation
from some key samples (prototypes) to the remaining node$.a pathw with terminus ats and an arq(s, t).
Each prototype becomes a root from its optimum-path tree
and each node is classified according to its strongly coedect
prototype, that defines a discrete optimal partition (infree
region) of the feature space. The OPF-based classifiers have
some advantages with respect to the aforementioned classi-
fiers: (i) one of them is free of parameters, (ii) they do not
assume any shape/separability of the feature space ahd (iii
run training phase faster, which allows the developmeneaf r
time applications for fraud detection in electricity syate

This work presents a fast approach to identify commercial
losses, i. e., whether a user is becoming an illegal consumer o,
or not, by means of an OPF-based classifier, considering A )
information from databases of a brazilian energy compargy. W o /,{,_6 022
are the first in introducing an Optimum-Path Forest classifie 45, '
in this field of knowledge. Some comparisons among OPF, 03+ ‘ <q (022 ‘; 022
SVM with Radial Basis Function - RBF and linear kernels OSV@ o4z '\j
and ANN-MLP are also performed. The remainder of this o oes
paper is organized as follows. Section Il describes thertheo (c)\ B (d)
of Optimum-Path Forest and Section Ill presents the dataset
and recognition features used. Finally, experimentalitesnd F'9: 1. (8) Complete weighted graph for a simple training $BtResulting

. . ) : optimum-path forest foif,,.. and two given prototypes (circled nodes). The

conclusions are stated in Sections IV and V, respectively. entries(z, ) over the nodes are, respectively, the cost and the labeleof th

samples. The directed arcs indicate the predecessor nodée ioptimum
II. OPTIMUM-PATH FOREST CLASSIFIER path. (c) Test sample (gray square) and its connections ddaltes) with

- . the training nodes. (d) The optimum path from the most stroeglynected
Let Z; and Z, be the tralnl_ng and_ test sets Will1| prototype, its label2, and classification cosb.4 are assigned to the test
and |Z,| samples such as points or image elements (e.gample.

feature vectors, pixels, voxels, shapes and texture irdtiam).

Let \(s) be the function that assigns the correct lakel ~The OPF algorithm may be used with asmoothpath-cost

i =1,2,...,¢ from classi to any samples € Z; U Z,. function which can group samples with similar propertie3|[1

Z, is a labeled set used to the design of the classifierznd We are interested in prototypes that fall in the region betwe

is used to assess the performance of classifier and it is kejgsses, which are generally overlapped regions. So, we wil

unseen during the project. address the path-cost functigp,..., because of its theoretical
Let S C Z; be a set of prototypes of all classes (i.e., kefroperties for estimating prototypes that have this beiravi

samples that best represent the classes)v lbet an algorithm (Section [I-A gives the details about this procedure):

which extractsq attributes (color, shape or texture properties) { 0 if ses,

(0.2,2)

(0.5,1) '\)

0.2,2)

(b)

002
(001)

0.2,2)

from any samples € Z; U Z, and returns a vectar(s) € R". fmaz((s)) = +o0o  otherwise
The distancel(s, t) between two samples,andt, is the one .

between their(fea)ture vectof&s) and7(t). One can use any fmaz(m-(s,1) = max{fpas(m),d(s,t)}, (1)
valid metric (e.g., Euclidean) or a more elaborated digansuch thatf,,..(7) computes the maximum distance between
algorithm. Our problem consists of usin§, (v,d) and Z; adjacent samples in, whenr is not a trivial path.

to project an optimal classifier which can predict the cdrrec The OPF algorithm assigns one optimum péath(s) from
label \(s) of any samples € Z,. The OPF classifier createsS to every sample € Z;, forming an optimum path fored?

a discrete optimal partition of the feature space such that aa function with no cycles which assigns to each Z;\ S its
samples € Z, can be classified according to this partitionpredecessoP(s) in P*(s) or a markernil whens € S. Let
This partition is an optimum path forest (OPF) computed iR(s) € S be the root ofP*(s) which can be reached from
R™ by the image foresting transform (IFT) algorithm [19]. P(s). The OPF algorithm computes for eagke Z;, the cost



C(s) of P*(s), the labelL(s) = A(R(s)), and the predecessor
P(s?, as follows.

Algorithm 1: — OPF ALGORITHM

INPUT: A \-labeled training setZ;, prototypesS C Z;
and the pair(v, d) for feature vector and distance
computations.

OuTPUT: Optimum-path foresP, cost mapC' and label map
L

AUXILIARY:  Priority queue@® and cost variablecst.

1. For eachs € Z1\S, setC(s) «— +oo. (b)

2. Foreachs € S, do

3. L C(s) <+ 0, P(s) < nil, L(s) < A(s), and inserts in Q. Fig. 2. (a) MST of the graph shown in Figure 1a where the optimum
4. While Q is not empty, do prototypes share the arc of weight. (b) The classification of a test sample
5. Remove fromQ a samples such thatC(s) is minimum. (g*ray squarej as in Flguie 1c assigns the optimum pd&h(t) from R(t) €

6. For eacht € Z; such thatt # s andC(t) > C(s), do 0 ¢ passing through.

7. Computecst «— max{C(s), d(s,t)}.

8. If est < C(t), then . . .
9. L If C(t) # oo, then remove from Q. given class may be represented by multiple prototypes (i.e.
10. P(t) « s, L(t) «— L(s), C(t) « cst optimum-path trees) and there must exist at least one pp#ot
11. L Insertt in Q. per class.

Lines1 — 3 initialize maps and insert prototypes dn The B- Classification
main loop computes an optimum path frairto every sample  For any sample € Z,, we consider all arcs connectirig
s in a non-decreasing order of cost (Linés- 10). At each Wwith sampless € Z;, as thought were part of the training
iteration, a path of minimum cogt(s) is obtained inP when graph (Figure 1c). Considering all possible paths fi$to ¢,
we remove its last node from @ (Line 5). Ties are broken we find the optimum patt®*(¢) from S* and labelt with the
in Q using first-in-first-out policy. That is, when two optimumclassA(R(t)) of its most strongly connected prototypt) <
paths reach an ambiguous samplaith the same minimum S* (Figure 2b). This path can be identified incrementally, by
cost, s is assigned to the first path that reached it. Note th@valuating the optimum cost(t) as
C(t) > C(s) in Line 6 is false wh_er‘t has bgen removed C(t) = min{max{C(s), d(s,?)}}, Vs € Zi. @)
from @ and, therefore(C(t) # +oco in Line 9 is true only
whent € Q. Lines 8 — 11 evaluate if the path that reaches Let the nodes™ € Z; be the one that satisfies Equation 2
an adjacent nodethroughs is cheaper than the current patHi-e.. the predecessde(¢) in the optimum pathP*(¢)). Given

with terminust and update the position ofin Q, C(t), L(t) thatL(s") = A(R(t)), the classification simply assigrg(s”)
and P(t) accordingly. as the class of. An error occurs wherL(s*) # A(t).

A. Training [1l. M ATERIAL AND METHODS

Algorithm 1 minimizes the classification errors for everperiments, as well the features extracted from each consume

s € Z;. §* can be found by exploiting the theoretical relatiorofile. _
between minimum-spanning tree (MST) and optimum-path For the development of this work, we used a dataset

tree for f,... [20]. The training essentially consists of finding°Ptained from a brazilian company of electric power com-
§* and an OPF classifier rooted St posed by 736 profiles, divided into 116 illegal and 620 legal

By computing an MST in the complete grag;, A), consumers. This Qataset was previously labeled by teetm_i'ci .
we obtain a connected acyclic graph whose nodes are @fiithe aforementioned company. Each consumer profile is
samples ofZ; and the arcs are undirected and weighted gfPresented by four features, as follows:
the distances! between adjacent samples (Figure 2a). The « Contracted Demand: the value of demand to be continu-
spanning tree is optimum in the sense that the sum of its arc Ously available by the energy company and shall be paid
weights is minimum as compared to any other spanning tree likewise whether the electric power is used or not by the
in the complete graph. In the MST, every pair of samples consumer, in kilowatts (kW);
is connected by a single path which is optimum accordinge Measured Demand or Maximum Demand,{..): the
to fmam. That is, the minimum-spanning tree contains one maximum demand for active power, verified by measure-
optimum-path tree for any selected root node. ment, at intervals of fifteen minutes during the billing

The optimum prototypes are the closest elements of the period, in kilowatts (kKW);

MST with different labels inZ; (i.e., elements that fall in e« Load Factor LF): the ratio between the average demand
the frontier of the classes). By removing the arcs between (Daverage) @nd maximum demandiX,..) of the con-
different classes, their adjacent samples become prastyp sumer unit, recorded in the same time period, as follows:
S* and Algorithm 1 can compute an optimum-path forest with Daverage

minimum classification errors i&Z; (Figure 1b). Note that, a LF = " Diaw 3)



The LF is an index factor that shows how the electriset size. The ANN-MLP was trained with a backpropagation
power is used in a rational way, afd,,..qc iS defined algorithm, and its architecture was empirically chosen.
as the ratio between the total energy X and the period

T, as described by A. Classifiers evaluation
€T We evaluate here the OPF, SVM-RBF, SVM-LINEAR and
Daverage = T (4) ANN-MLP for non-technical losses detection using 50% for

training and 50% for testing. Table | shows the mean accu-
racies and mean training and classification times (in sesjond
after 10 runnings with randomly generated training and test
sets.

ander is given by

T
| b (5)
0

in which D(t) is the demand curve (Figure 3). TABLE |
« Installed Power P;,,;): the sum of the nominal power MEAN ACCURACY AND MEAN TRAINING AND CLASSIFICATION TIMES
of electrical equipments installed and ready to operate at OPF, SVM-RBF, SVM-LINEAR AND ANN-MLP.

the consumer unit, in kilowatts (kW). Classifier Accuracy | Training time | Classification Time
OPF 90.214+2.93 0.0257 0.0223
D SVM-RBF 88.93+3.07 13.4817 0.0222
Pinst SVM-LINEAR | 45.40t6.31 2.4514 0.0048
| ANN-MLP | 53.01£6.95 1708.85 0.0078

We can see that OPF and SVM-RBF can produce similar
results and also outperformed SVM-LINEAR and ANN-MLP.
Even though, OPF was 524.57 times faster than SVM-RBF
in the training phase. This point can make OPF able for
real-time training depending systems, in which samplesfro
known/unseen classes can be added to training set and re-
Fig. 3. Graphical interpretation of the features extradteth the consumers’ training is needed. Similarly, one can have a real time dietec
profile. system for non-technical losses in which new consumers’
profiles can be added and the system need to be re-trained
(reseted) as fast as possible, with minimum costs.

Daverage|

e
|
|
I
I
I
I
1

T

0 [

IV. EXPERIMENTAL RESULTS

We performed two series of experiments: in the formds. Classifiers robustness
(Section IV-A) we used 50% of the whole dataset for training \we evaluate here the robustness of the classifiers with
and the remaining 50% for testing classifiers, and in the Igglspect to variations on the training set size. We repedied t
one (Section 1V-B) we executed the experiments with diﬂ'ereexperiments shown in previous section with different tragn
training and test set size percentages to allow a comparisg{y test set sizes for OPF. SVM-RBF. SVM-LINEAR and
about the robusteness of the classifiers with respect te Va{\N-MLP. Figure 4 displays the mean accuracies over the

ations on the sets size. For both experiments, we execufgg set after 10 rounds of experiments for each training and
OPF, SVM-RBF (SVM with RBF as kernel function), SVM-eg; set size percentages configuration.

LINEAR (SVM with a linear kernel function) and ANN-MLP
(ANN-MLP trained by backpropagation algorlthm) 10 times Robustness of the classifiers with respect to variations on the training set size
with randomly generated training and test sets, to compute i : , : : :

OPF ——

the mean accuracy and its standard deviation, and the mean SR
.. . . . 1t - ke o
training and test execution times (in seconds). ANN-MLP o

For SVM-RBF, we used the latest version of the LibSVM
package [21] with Radial Basis Function (RBF) kernel, pa-
rameter optimization and the one-versus-one strategyhr t z
multi-class problem. With respect to SVM-LINEAR, we usedg °7[ -~
the LibLINEAR package [22] with default’ = 1 parameter. ~ ¢l i

For OPF we used the LibOPF [23], which is a library for o o ° o ; s
the design of optimum-path forest-based classifiers, and fo ““[~. e e T T
ANN-MLP we used the Fast Artificial Neural Network Library o4} =~ 1
(FANN) [24]. The network configuration ish:hs:0, Where 03 ‘ ‘ ‘ ‘ ‘ ‘ ‘
1 = n (number of features)h; = hy = |Z1]|/4 ando = ¢ 10 20 3 40 50 60 o g %0

Training set size percentage

(number of classes) are the number of neurons in the input,
hidden and output layers, respectively. Note that we useg heig. 4. Robustness of the classifiers with respect to diffeteaining and
two hidden layers, i. ek, and ho with 25% of the training test size percentages.



We can see that only OPF and SVM-RBF have presented]
similar performances, increasing their mean accuracy with
respect to bigger training set sizes, and ANN-MLP and SVM-
LINEAR had also similar results, but with low recognition10]
rates. This probably occurred due to (i) the choice of an
ANN-MLP architecture is a hard task, making it inviable in
large datasets and (ii) the SVM-LINEAR C parameter was
not optimized. These situations make OPF a good classifiét]
because it is free of parameters, does not make assumptiop
about shape and separability of the feature space and runs
training phase faster. (13]

V. CONCLUSIONS [14]

We presented here a fast graph-based approach for alte
matic non-technical losses recognition. Nowadays, thedfra
detection in power electric systems by illegal consumers is
hot topic, due to the non triviality of this problem to natisn [16]
and international electric power companies, and we are the
first to introduce the OPF classifier in this context.

Experiments using OPF, SVM-RBF, SVM-LINEAR andl*”]
ANN-MLP in a dataset with different training and test size
percentages demonstrated that OPF and SVM-RBF are simil&t
and outperformed the remaining ones, but OPF training phase
is much faster, making it able for real time training-degagd [19]
systems, in which new consumers’ profiles can be added at
moment and a fast system re-training will be necessary.

; [20]

In the future works, we pretend to use with more electric
power companies datasets, as well to apply more classifiers
a}nd also to implement SVM-LINEAR C parameter optimiza[—21]
tion.

[22]
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