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Abstract—Fraud detection in energy systems by illegal con-
sumers is the most actively pursued study in non-technical losses
by electric power companies. Commonly used supervised pattern
recognition techniques, such as Artificial Neural Networks and
Support Vector Machines have been applied for automatic
commercial frauds identification, however they suffer from slow
convergence and high computational burden. We introduced
here the Optimum-Path Forest classifier for a fast non-technical
losses recognition, which has been demonstrated to be superior
than neural networks and similar to Support Vector Machines,
but much faster. Comparisons among these classifiers are also
presented.

Index Terms: Non-Technical Losses, Optimum-Path Forest

I. I NTRODUCTION

Recently, the electrical systems of several countries have
been going through some changes, beginning with the privati-
zation of electric power companies, introducing a competitive
environment in the national scene. The investments made by
companies have as main objective a significant improvement
of their financial and technical performance, seeking higher
productivity, efficiency and profitability. In order to get better
management with regard to the energy losses, one of the ways
to maximize the available energy for commercialization in the
electric power companies is to reduce the theft or fraud of
energy [1].

The losses of electric power are constituted by the difference
between the generated/bought energy and the billed ones,
and can be divided into two distinct types: (i) technical
and (ii) non-technical losses. The former are related with
problems in the system through the physical characteristics
of the equipment, that is, the technical losses are the energy
lost in the transport, the transformation and the equipment
of measurement, becoming a very high cost to the electric
power companies [2]. The commercial losses or non-technical
losses are those associated with the commercialization of the
supplied energy to the user and refer to the delivered and
not billed energy, propitiating a loss in the profits. They also
are defined as the difference between the total losses and the
technical losses, been strongly related to illegal connections
in the distribution system [3].

Theft and problems with power meters, with the purpose to
modify the registration of electric power, are the main causes
of commercial losses in national and international electric

power companies, evidencing the energy frauds [4]. However,
it is a hard task to calculate or measure the amount of the
commercial losses, because in most part of the cases it is
almost impossible to know where they occur [5].

The illegal connections of electric power are the reason
of constant concern, both for the electric power companies
and for regulatory agencies. In this context, several manners
of frauds may affect the authorities, that will not collect the
tributes and taxes [1], [6]. The minimizing of the losses caused
for these frauds represents the guarantee of investments in
the product quality, the maintenance of the patrimony of the
concession and, mainly, the possibility of improvement in the
public services with less cost [7].

Although the advances in this area can be evidenced in
recent years, especially with several techniques of electric
energy measurement, it becomes more necessary the research
of alternative methods with the great flexibility and easy
adaptation to the context of the problem, as the models of the
computational techniques with intelligent algorithms. Nagi et
al. [8] used Support Vector Machines - SVM [9] for detection
of electricity theft, and Nizar et al. [7] applied data mining-
based techniques for non-technical loss analysis. Monedero
et al. [10] proposed to use Artificial Neural Networks -
ANN [11] together with statistical analysis for fraud detection
in electrical consumption. A hybrid approach between Genetic
Algorithms - GA [12] and SVM was also applied for non-
technical losses detection [13].

Despite the use of these artificial intelligence techniques
have been increasing, some flaws need to be revisited. An
ANN with multi-layer perceptrons (ANN-MLP), for example,
can address linearly and non-linearly separable problems,but
not non-separable situations with maximum effectiveness [11].
As an unstable classifier, collections of ANN-MLP [14] can
improve its performance up to some unknown limit of clas-
sifiers [15]. Support vector machines have been proposed to
overcome the problem, by assuming linearly separable classes
in a higher-dimensional feature space [9]. Its computational
cost rapidly increases with the training set size and the
number of support vectors. As a binary classifier, multiple
SVMs are required to solve a multi-class problem. Panda et
al. [16] presented a method to reduce the training set size
before computing the SVM algorithm. Their approach aims



to identify and remove samples likely related to non-support
vectors. However, in all SVM approaches, the assumption
of separability may also not be valid in any space of finite
dimension [17].

Recently, a novel framework for graph-based classifiers that
reduce the pattern recognition problem as an optimum path
forest computation (OPF) in the feature space induced by a
graph were presented [18]. These kind of classifiers do not
interpret the classification task as a hyperplanes optimization
problem, but as a combinatorial optimum-path computation
from some key samples (prototypes) to the remaining nodes.
Each prototype becomes a root from its optimum-path tree
and each node is classified according to its strongly connected
prototype, that defines a discrete optimal partition (influence
region) of the feature space. The OPF-based classifiers have
some advantages with respect to the aforementioned classi-
fiers: (i) one of them is free of parameters, (ii) they do not
assume any shape/separability of the feature space and (iii)
run training phase faster, which allows the development of real
time applications for fraud detection in electricity systems.

This work presents a fast approach to identify commercial
losses, i. e., whether a user is becoming an illegal consumer
or not, by means of an OPF-based classifier, considering
information from databases of a brazilian energy company. We
are the first in introducing an Optimum-Path Forest classifier
in this field of knowledge. Some comparisons among OPF,
SVM with Radial Basis Function - RBF and linear kernels
and ANN-MLP are also performed. The remainder of this
paper is organized as follows. Section II describes the theory
of Optimum-Path Forest and Section III presents the dataset
and recognition features used. Finally, experimental results and
conclusions are stated in Sections IV and V, respectively.

II. OPTIMUM-PATH FOREST CLASSIFIER

Let Z1 and Z2 be the training and test sets with|Z1|
and |Z2| samples such as points or image elements (e.g.,
feature vectors, pixels, voxels, shapes and texture information).
Let λ(s) be the function that assigns the correct labeli,
i = 1, 2, . . . , c, from classi to any samples ∈ Z1 ∪ Z2.
Z1 is a labeled set used to the design of the classifier andZ2

is used to assess the performance of classifier and it is kept
unseen during the project.

Let S ⊂ Z1 be a set of prototypes of all classes (i.e., key
samples that best represent the classes). Letv be an algorithm
which extractsn attributes (color, shape or texture properties)
from any samples ∈ Z1∪Z2 and returns a vector~v(s) ∈ ℜn.
The distanced(s, t) between two samples,s andt, is the one
between their feature vectors~v(s) and~v(t). One can use any
valid metric (e.g., Euclidean) or a more elaborated distance
algorithm. Our problem consists of usingS, (v, d) and Z1

to project an optimal classifier which can predict the correct
label λ(s) of any samples ∈ Z2. The OPF classifier creates
a discrete optimal partition of the feature space such that any
samples ∈ Z2 can be classified according to this partition.
This partition is an optimum path forest (OPF) computed in
ℜn by the image foresting transform (IFT) algorithm [19].

Let (Z1, A) be a complete graph whose the nodes are the
samples inZ1 and any pair of samples defines an arc inA =
Z1 × Z1 (Fig. 1a) . The arcs do not need to be stored and
so the graph does not need to be explicitly represented. A
path is a sequence of distinct samplesπ = 〈s1, s2, . . . , sk〉,
where (si, si+1) ∈ A for 1 ≤ i ≤ k − 1. A path is said
trivial if π = 〈s1〉. We assign to each pathπ a costf(π)
given by a path-cost functionf . A pathπ is said optimum if
f(π) ≤ f(π′) for any other pathπ′, whereπ andπ′ end at a
same samplesk. We also denote byπ · 〈s, t〉 the concatenation
of a pathπ with terminus ats and an arc(s, t).
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Fig. 1. (a) Complete weighted graph for a simple training set. (b) Resulting
optimum-path forest forfmax and two given prototypes (circled nodes). The
entries(x, y) over the nodes are, respectively, the cost and the label of the
samples. The directed arcs indicate the predecessor nodes inthe optimum
path. (c) Test sample (gray square) and its connections (dashed lines) with
the training nodes. (d) The optimum path from the most stronglyconnected
prototype, its label2, and classification cost0.4 are assigned to the test
sample.

The OPF algorithm may be used with anysmoothpath-cost
function which can group samples with similar properties [19].
We are interested in prototypes that fall in the region between
classes, which are generally overlapped regions. So, we will
address the path-cost functionfmax, because of its theoretical
properties for estimating prototypes that have this behavior
(Section II-A gives the details about this procedure):

fmax(〈s〉) =

{

0 if s ∈ S,
+∞ otherwise

fmax(π · 〈s, t〉) = max{fmax(π), d(s, t)}, (1)

such thatfmax(π) computes the maximum distance between
adjacent samples inπ, whenπ is not a trivial path.

The OPF algorithm assigns one optimum pathP ∗(s) from
S to every samples ∈ Z1, forming an optimum path forestP
(a function with no cycles which assigns to eachs ∈ Z1\S its
predecessorP (s) in P ∗(s) or a markernil when s ∈ S. Let
R(s) ∈ S be the root ofP ∗(s) which can be reached from
P (s). The OPF algorithm computes for eachs ∈ Z1, the cost



C(s) of P ∗(s), the labelL(s) = λ(R(s)), and the predecessor
P (s), as follows.

Algorithm 1: – OPF ALGORITHM

INPUT: A λ-labeled training setZ1, prototypesS ⊂ Z1

and the pair(v, d) for feature vector and distance
computations.

OUTPUT: Optimum-path forestP , cost mapC and label map
L.

AUXILIARY : Priority queueQ and cost variablecst.
1. For eachs ∈ Z1\S, setC(s)← +∞.
2. For eachs ∈ S, do
3. C(s)← 0, P (s)← nil, L(s)← λ(s), and inserts in Q.
4. While Q is not empty, do
5. Remove fromQ a samples such thatC(s) is minimum.
6. For eacht ∈ Z1 such thatt 6= s andC(t) > C(s), do
7. Computecst← max{C(s), d(s, t)}.
8. If cst < C(t), then
9. If C(t) 6= +∞, then removet from Q.
10. P (t)← s, L(t)← L(s), C(t)← cst
11. Insert t in Q.

Lines 1− 3 initialize maps and insert prototypes inQ. The
main loop computes an optimum path fromS to every sample
s in a non-decreasing order of cost (Lines4 − 10). At each
iteration, a path of minimum costC(s) is obtained inP when
we remove its last nodes from Q (Line 5). Ties are broken
in Q using first-in-first-out policy. That is, when two optimum
paths reach an ambiguous samples with the same minimum
cost,s is assigned to the first path that reached it. Note that
C(t) > C(s) in Line 6 is false whent has been removed
from Q and, therefore,C(t) 6= +∞ in Line 9 is true only
when t ∈ Q. Lines 8 − 11 evaluate if the path that reaches
an adjacent nodet throughs is cheaper than the current path
with terminust and update the position oft in Q, C(t), L(t)
andP (t) accordingly.

A. Training

We say thatS∗ is an optimum set of prototypes when
Algorithm 1 minimizes the classification errors for every
s ∈ Z1. S∗ can be found by exploiting the theoretical relation
between minimum-spanning tree (MST) and optimum-path
tree forfmax [20]. The training essentially consists of finding
S∗ and an OPF classifier rooted atS∗.

By computing an MST in the complete graph(Z1, A),
we obtain a connected acyclic graph whose nodes are all
samples ofZ1 and the arcs are undirected and weighted by
the distancesd between adjacent samples (Figure 2a). The
spanning tree is optimum in the sense that the sum of its arc
weights is minimum as compared to any other spanning tree
in the complete graph. In the MST, every pair of samples
is connected by a single path which is optimum according
to fmax. That is, the minimum-spanning tree contains one
optimum-path tree for any selected root node.

The optimum prototypes are the closest elements of the
MST with different labels inZ1 (i.e., elements that fall in
the frontier of the classes). By removing the arcs between
different classes, their adjacent samples become prototypes in
S∗ and Algorithm 1 can compute an optimum-path forest with
minimum classification errors inZ1 (Figure 1b). Note that, a
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Fig. 2. (a) MST of the graph shown in Figure 1a where the optimum
prototypes share the arc of weight0.6. (b) The classification of a test sample
(gray square)t as in Figure 1c assigns the optimum pathP ∗(t) from R(t) ∈
S∗ to t passing throughs∗.

given class may be represented by multiple prototypes (i.e.,
optimum-path trees) and there must exist at least one prototype
per class.

B. Classification

For any samplet ∈ Z2, we consider all arcs connectingt
with sampless ∈ Z1, as thought were part of the training
graph (Figure 1c). Considering all possible paths fromS∗ to t,
we find the optimum pathP ∗(t) from S∗ and labelt with the
classλ(R(t)) of its most strongly connected prototypeR(t) ∈
S∗ (Figure 2b). This path can be identified incrementally, by
evaluating the optimum costC(t) as

C(t) = min{max{C(s), d(s, t)}}, ∀s ∈ Z1. (2)

Let the nodes∗ ∈ Z1 be the one that satisfies Equation 2
(i.e., the predecessorP (t) in the optimum pathP ∗(t)). Given
that L(s∗) = λ(R(t)), the classification simply assignsL(s∗)
as the class oft. An error occurs whenL(s∗) 6= λ(t).

III. M ATERIAL AND METHODS

In this section we will describe the dataset used in the ex-
periments, as well the features extracted from each consumer
profile.

For the development of this work, we used a dataset
obtained from a brazilian company of electric power com-
posed by 736 profiles, divided into 116 illegal and 620 legal
consumers. This dataset was previously labeled by technicians
of the aforementioned company. Each consumer profile is
represented by four features, as follows:

• Contracted Demand: the value of demand to be continu-
ously available by the energy company and shall be paid
likewise whether the electric power is used or not by the
consumer, in kilowatts (kW);

• Measured Demand or Maximum Demand (Dmax): the
maximum demand for active power, verified by measure-
ment, at intervals of fifteen minutes during the billing
period, in kilowatts (kW);

• Load Factor (LF ): the ratio between the average demand
(Daverage) and maximum demand (Dmax) of the con-
sumer unit, recorded in the same time period, as follows:

LF =
Daverage

Dmax

. (3)



The LF is an index factor that shows how the electric
power is used in a rational way, andDaverage is defined
as the ratio between the total energy (ǫT ) and the period
T , as described by

Daverage =
ǫT

T
, (4)

and ǫT is given by
∫ T

0

D(t)dt, (5)

in which D(t) is the demand curve (Figure 3).
• Installed Power (Pinst): the sum of the nominal power

of electrical equipments installed and ready to operate at
the consumer unit, in kilowatts (kW).

Fig. 3. Graphical interpretation of the features extractedfrom the consumers’
profile.

IV. EXPERIMENTAL RESULTS

We performed two series of experiments: in the former
(Section IV-A) we used 50% of the whole dataset for training
and the remaining 50% for testing classifiers, and in the last
one (Section IV-B) we executed the experiments with different
training and test set size percentages to allow a comparison
about the robusteness of the classifiers with respect to vari-
ations on the sets size. For both experiments, we executed
OPF, SVM-RBF (SVM with RBF as kernel function), SVM-
LINEAR (SVM with a linear kernel function) and ANN-MLP
(ANN-MLP trained by backpropagation algorithm) 10 times
with randomly generated training and test sets, to compute
the mean accuracy and its standard deviation, and the mean
training and test execution times (in seconds).

For SVM-RBF, we used the latest version of the LibSVM
package [21] with Radial Basis Function (RBF) kernel, pa-
rameter optimization and the one-versus-one strategy for the
multi-class problem. With respect to SVM-LINEAR, we used
the LibLINEAR package [22] with defaultC = 1 parameter.
For OPF we used the LibOPF [23], which is a library for
the design of optimum-path forest-based classifiers, and for
ANN-MLP we used the Fast Artificial Neural Network Library
(FANN) [24]. The network configuration isi:h1:h2:o, where
i = n (number of features),h1 = h2 = |Z1|/4 and o = c
(number of classes) are the number of neurons in the input,
hidden and output layers, respectively. Note that we used here
two hidden layers, i. e.,h1 and h2 with 25% of the training

set size. The ANN-MLP was trained with a backpropagation
algorithm, and its architecture was empirically chosen.

A. Classifiers evaluation

We evaluate here the OPF, SVM-RBF, SVM-LINEAR and
ANN-MLP for non-technical losses detection using 50% for
training and 50% for testing. Table I shows the mean accu-
racies and mean training and classification times (in seconds)
after 10 runnings with randomly generated training and test
sets.

TABLE I
MEAN ACCURACY AND MEAN TRAINING AND CLASSIFICATION TIMES

OPF, SVM-RBF, SVM-LINEAR,AND ANN-MLP.

Classifier Accuracy Training time Classification Time
OPF 90.21±2.93 0.0257 0.0223

SVM-RBF 88.93±3.07 13.4817 0.0222
SVM-LINEAR 45.40±6.31 2.4514 0.0048

ANN-MLP 53.01±6.95 1708.85 0.0078

We can see that OPF and SVM-RBF can produce similar
results and also outperformed SVM-LINEAR and ANN-MLP.
Even though, OPF was 524.57 times faster than SVM-RBF
in the training phase. This point can make OPF able for
real-time training depending systems, in which samples from
known/unseen classes can be added to training set and re-
training is needed. Similarly, one can have a real time detection
system for non-technical losses in which new consumers’
profiles can be added and the system need to be re-trained
(reseted) as fast as possible, with minimum costs.

B. Classifiers robustness

We evaluate here the robustness of the classifiers with
respect to variations on the training set size. We repeated the
experiments shown in previous section with different training
and test set sizes for OPF, SVM-RBF, SVM-LINEAR and
ANN-MLP. Figure 4 displays the mean accuracies over the
test set after 10 rounds of experiments for each training and
test set size percentages configuration.
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We can see that only OPF and SVM-RBF have presented
similar performances, increasing their mean accuracy with
respect to bigger training set sizes, and ANN-MLP and SVM-
LINEAR had also similar results, but with low recognition
rates. This probably occurred due to (i) the choice of an
ANN-MLP architecture is a hard task, making it inviable in
large datasets and (ii) the SVM-LINEAR C parameter was
not optimized. These situations make OPF a good classifier,
because it is free of parameters, does not make assumption
about shape and separability of the feature space and runs
training phase faster.

V. CONCLUSIONS

We presented here a fast graph-based approach for auto-
matic non-technical losses recognition. Nowadays, the fraud
detection in power electric systems by illegal consumers isa
hot topic, due to the non triviality of this problem to national
and international electric power companies, and we are the
first to introduce the OPF classifier in this context.

Experiments using OPF, SVM-RBF, SVM-LINEAR and
ANN-MLP in a dataset with different training and test size
percentages demonstrated that OPF and SVM-RBF are similar
and outperformed the remaining ones, but OPF training phase
is much faster, making it able for real time training-depending
systems, in which new consumers’ profiles can be added at
moment and a fast system re-training will be necessary.

In the future works, we pretend to use with more electric
power companies datasets, as well to apply more classifiers
and also to implement SVM-LINEAR C parameter optimiza-
tion.
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