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Abstract—This paper addresses the vulnerability analysis of 
the electric grid under terrorist threat. This problem is 
formulated as a mixed-integer nonlinear bilevel program. In the 
upper-level optimization, the terrorist agent maximizes the 
damage caused in the power system, which is measured in terms 
of the level of system load shed. On the other hand, in the lower-
level optimization, the system operator minimizes the damage by 
means of an optimal operation of the power system. The 
distinctive modeling feature introduced in this paper is that, 
among the different corrective actions available, the system 
operator has the capability to modify the network topology. 

Due to its nonconvexity and nonlinearity, exact solution 
techniques are not currently available. This paper proposes a 
novel genetic algorithm approach to achieve near optimal 
solutions in moderate computing times. Some numerical results 
obtained by the proposed algorithm are provided and compared 
with those published, based on the IEEE Reliability Test System. 

Keywords-bilevel programming; deliberate outages; genetic 
algorithm; line switching; load shedding; vulnerability 

I. INTRODUCTION 
The introduction of deregulation, increased levels of 

consumption, and lack of investment are driving the operation 
of power systems close to their static and dynamic limits. 
Therefore, power systems are becoming increasingly 
vulnerable to both natural-occurring failures and intentional 
outages [1]. In this new context, currently used N–1 and N–2 
criteria may not be sufficient to assess vulnerability. 
Consequently, new tools considering multiple contingencies 
are required. 

Recent works have addressed power system vulnerability 
assessment under the framework of deliberate outages [2]-[7]. 
This problem, also known as vulnerability analysis, terrorist 
threat problem or interdiction problem, consists in identifying 
the set of contingencies that makes the system most vulnerable 
so that effective defensive or protective measures can be 
determined [8], [9]. In the vulnerability analysis, the 
destructive agents attack the system with the goal of 
maximizing the damage, whereas the system operator reacts to 
minimize such damage. Therefore, this problem can be 
modeled as a bilevel program [10], where the terrorist is the 
upper-level agent, while the system operator is the lower-level 
agent. 

This paper proposes a new model and a new solution 
procedure for vulnerability analysis under deliberate outages. 
The salient feature of the proposed model with respect to those 
described in [2]-[7] is the consideration of line switching [11] 
as an additional corrective action available to the system 
operator following an attack. In other words, in addition to 
generation redispatch and load shedding, the system operator 
has the capability to modify the network topology by opening 
and closing lines.  

In our model, line switching decisions are characterized 
through lower-level binary variables; therefore, the resulting 
bilevel program cannot be addressed by means of previously 
reported techniques relying on the equivalent transformation 
to a one-level optimization problem [3], [4]. Bilevel programs 
with a nonconvex lower-level problem constitute a 
challenging field that is still unsolved by the operations 
research community [12]. 

Furthermore, this paper presents a genetic algorithm 
approach as a solution methodology [13], [14]. A genetic 
algorithm is a search technique based on the evolution of 
biological systems. The search starts with a set (population) of 
solutions (individuals) randomly generated and large enough. 
This set of solutions is the first generation. Using crossover 
and mutation procedures, new generations are obtained. The 
characteristics of the initial set of solutions improve in terms 
of a fitness function from generation to generation. After a 
large enough number of generations, “good” solutions are 
obtained. 

An example of successful application of genetic algorithms 
to solve a bilevel programming problem outside a power 
system framework can be found in [15]. The modeling 
framework provided by a genetic algorithm approach allows 
considering the nonlinearities and nonconvexities present in 
the resulting bilevel model. This is a major advantage of the 
proposed method. 

For the terrorist threat problem with line switching, every 
generation is made up of a fixed number of solutions randomly 
obtained from the solutions of the previous generation. The 
first generation is randomly generated form scratch. A 
heuristic procedure is used to enforce feasibility, i.e., all 
solutions dealt with are feasible. Finally, evolution is 
implemented by genetic operators such as crossover, mutation, 
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and elitism. This repair genetic algorithm results in a well 
conditioned and efficient search. 

The major contributions of this paper are: 

1. The bilevel model of the terrorist threat problem is 
extended by adding line switching to the set of 
corrective actions available to the system operator. 

2. A novel genetic algorithm approach is used to solve the 
resulting bilevel program with binary lower-level 
decision variables. 

3. The proposed genetic algorithm is effective in attaining 
globally optimal or near-optimal solutions. 

4. The performance of the proposed approach is 
successfully validated with numerical simulations. 

The remaining sections are outlined as follows. Section II 
presents the bilevel formulation of the terrorist threat problem 
with line switching. Section III describes the proposed genetic 
algorithm. Section IV provides and analyzes the numerical 
results. Some relevant conclusions are drawn in Section V. 
Finally, the Appendix shows the data of the test system. 

II. BILEVEL APPROACH 
According to [3], the terrorist threat problem can be 

characterized as a bilevel program [10], i.e., a decision-making 
problem involving two agents who try to optimize their 
respective objective functions over a jointly dependent set. 

Fig. 1 shows a general bilevel model for the terrorist threat 
problem. The upper level is associated with the disruptive 
agent and determines the components of the power system to 
be attacked in order to maximize the damage caused to the 
electrical system. The damage is measured in terms of the 
level of system load shed. The maximization problem of the 
disruptive agent takes into account that destructive resources 
are limited, and that the system operator in the lower level 
optimally reacts to the attack. This reaction consists in 
determining the optimal power system operation that 
minimizes the effect caused by the terrorist. In previously 
reported works [2]-[7], the set of corrective actions was 
restricted to generation redispatch and load shedding. In 
contrast, in this paper we extend the defensive reaction of the 
system operator by allowing line switching [11]. 
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Figure 1.  Bilevel model. 

It should be emphasized that the proposed approach can 
handle the destruction of any power system component. 
However, the power system components most commonly 
disrupted by destructive agents are transmission lines [16]. 
Based on this fact, and for the sake of clarity and simplicity, 
here we consider that the terrorist agent only attacks these 
assets. 

The electric grid interdiction problem with line switching 
is formulated as the following bilevel programming problem: 
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where Av  is a 0/1 variable which is equal to 0 if line A is out of 



service and otherwise is equal to 1; N is the set of indices of 
buses, d

nPΔ  is the load shed at bus n; L is the set of indices of 
transmission lines; M is the number of simultaneous out-of-
service lines; fPA  is the power flow of line A; g

jP  is the power 
output of generator j; nδ  is the phase angle at bus n; Aw  is a 
0/1 variable which is equal to 0 if non-attacked line A is 

disconnected and 1 otherwise; Ax  is the reactance of line A; 

AnA  is the element of the network incidence matrix which is 
equal to 1 if bus n is the sending bus of line A, –1 if bus n is 

the receiving bus of line A, and 0 otherwise; nJ  is the set of 

indices of generators connected to bus n; d
nP  is the demand at 

bus n; g
jP  is the capacity of generator j; J is the set of indices 

of generators; fPA  is the power flow capacity of line A; δ  is 

the lower bound for the nodal phase angles; and δ  is the upper 
bound for the nodal phase angles. 

The disruptive agent is represented by the upper-level 
problem (1)-(3). The terrorist controls binary variables Av . The 
system operator is represented by the optimal power flow in 
the lower-level problem (4)-(11), which is parameterized in 
terms of the upper-level decision variables Av . As is commonly 
assumed in the technical literature [2]-[7], a dc model of the 
transmission system is used. The system operator controls 
continuous variables fPA , g

jP , nδ , d
nPΔ , and binary variables 

Aw  which model the capability to modify the network 
topology. The terrorist agent maximizes the system load shed 
(1) for a given number of simultaneously destroyed lines (2). 
Constraints (3) model the binary nature of variables Av . The 
objective of the system operator (4) is to minimize the system 
load shed under the combination of destroyed lines chosen by 
the terrorist. Constraints (5) express the line flows in terms of 
the nodal phase angles, the line switching variables, and the 
upper-level variables. Note that if line A is either attacked 
( 0=Av ) or disconnected ( 0=Aw ), the corresponding power 
flow is set to 0. Constraints (6) represent the power balance in 
each bus of the system. Upper and lower bounds on lower-
level decision variables are imposed in constraints (7)-(10). 
Finally, constraints (11) model the integrality of variables Aw . 
It should be noted that weights could be assigned to nodal 
loads shed to reflect the relative importance of each load.  

Constraints (5) constitute the main difference with respect 
to the bilevel models presented in [2]-[7]. These constraints 
make the lower-level problem nonconvex due to the presence 
of lower-level binary variables Aw , and nonlinear due to the 
products of lower-level decision variables Aw  and .nδ  
Therefore, it is not possible to transform the bilevel problem 
(1)-(11) into an equivalent one-level optimization problem, as 
done in [3], [4], and new tools are thus needed. 

III. GENETIC ALGORITHM 
For the terrorist threat problem, every individual in the 

genetic algorithm is characterized through a vector v of 0s and 
1s as follows: 

 { }
Lnvvv ,,1 …= , (12) 

where nL is the number of lines in the transmission network. In 
other words, the solution coding is straightforward since each 
individual represents an interdiction plan.  

The proposed genetic algorithm starts by initializing the 
population of solutions, which comprises a set of randomly 
generated interdiction plans. Subsequently, four simple 
operators are iteratively applied: selection, crossover, 
mutation, and elitism. In addition, a heuristic is used to restore 
feasibility of the solutions.  

The quality of each feasible individual v (upper-level 
decision vector) is assessed by a fitness function, which is the 
system load shed associated with the corresponding 
interdiction plan. Thus, the fitness value associated with each 
individual v is obtained from solving the dc mixed-integer 
nonlinear optimal power flow (4)-(11), i.e., the lower-level 
problem. This problem is nonlinear due to the products of 
binary variables and continuous variables nw δA  in (5). By 
using algebra results [17], these nonlinearities can be replaced 
by equivalent linear expressions. Therefore, the resulting 
optimal power flow is a mixed-integer linear program that can 
be efficiently solved by available off-the-shell branch-and-cut 
software. 

The operators applied by the genetic algorithm are 
explained next. 

A. The Next Generation 
Given a generation of feasible solutions the next generation 

is obtained as follows. Solutions of the current generation are 
randomly selected with probabilities proportional to their 
corresponding fitness value (system load shed), and arranged in 
couples. Using a single-point crossover procedure every couple 
of solutions of the current generation produces two solutions of 
the next generation. The solutions of the new generation will be 
in general infeasible and specifically tailored procedures are 
used to enforce feasibility. 

B. Mutation 
According to a pre-specified mutation probability, an 

individual in each generation is randomly selected. A random 
element from the 0/1 vector is flipped from 0 to 1 or vice versa. 
If the mutated individual is infeasible, feasibility procedures 
are run without undoing what the mutation procedure did. 

C. Elitism 
The elitist operator preserves the best solutions found by 

maintaining a group of them in the next generation. As is 
shown in [18], this operator is necessary to prove the 
convergence to the optimum through a Markov chain analysis. 



D. Feasibility 
In order to enforce feasibility of the upper-level constraint 

(2) the following feasibility procedure is implemented: 

1. If the number of destroyed lines is less than M, a 
random element from the 0/1 vector v with value equal 
to 1 is flipped from 1 to 0. This process is repeated 
until the number of destroyed lines is equal to M. 

2. If the number of destroyed lines is greater than M, a 
random element from the 0/1 vector v with value equal 
to 0 is flipped from 0 to 1. This process is repeated 
until the number of destroyed lines is equal to M. 

It should be noted that once a feasible upper-level vector v 
is obtained, its associated optimal power flow is always 
feasible. 

IV. NUMERICAL RESULTS 
This section presents a case study based on the IEEE One 

Area Reliability Test System---1996 (RTS-96) [19]. For 
illustration purposes, the data of RTS-96 are slightly modified 
as described in the Appendix. In addition, circuits sharing the 
same towers are treated as independent lines; e.g., line 20-23 
has two circuits: 20-23A and 20-23B. For the sake of 
simplicity, line switching is restricted to the disconnection of 
lines.  

Some parameters of the genetic algorithm affect the quality 
of the solution and the computation time. These parameters are 
chosen by trial and error around conventional values used in 
the technical literature [13], [14]. Thus, the population size is 
100 and the maximum number of generations is 100. In order 
to promote a higher exchange of genetic information among 
the individuals, the crossover rate is 1.0. It should be noted 
that in each generation a member of the population is 
randomly selected to be subject to mutation. Finally, the elitist 
operator maintains the best solution into the next generation. 

In order to test the robustness of the method each algorithm 
was run 10 times with different initial populations created at 
random, and the results shown in this section are averages 
across those 10 runs. For most of these runs the best solutions 
attained were very similar in terms of objective function value, 
thus revealing a robust performance. 

The simulations have been run on a Dell PowerEdge 6600 
with 2 processors at 1.60 GHz and 2 GB of RAM using 
MATLAB [20]. The dc optimal power flows associated with 
each individual have been solved using GAMS [21] and 
CPLEX 10.2 [22], which were called from MATLAB using 
the interface developed by Ferris [23]. The average computing 
time required to run each simulation was 238 minutes, which 
is moderate bearing in mind that a planning problem is being 
solved. Moreover, it should be noted that no effort was made 
to achieve optimized implementation of this program. This 
implementation aspect is beyond the scope of this paper. 

Table I presents the maximum system load shed obtained 
for a number of destroyed lines M up to 12. In the absence of a 
measure of the distance to the optimum, the quality of the 
solutions found by the proposed genetic algorithm is assessed 
through the comparison with the optimal solutions achieved by  

TABLE I.  MAXIMUM SYSTEM LOAD SHED ATTAINED BY THE 
DESTRUCTIVE AGENT (MW) 

M Genetic Algorithm MO 
01 0131 0230 
02 0279 0397 
03 0429 0484 
04 0538 0570 
05 0688 0706 
06 0775 0795 
07 0855 0855 
08 0915 0919 
09 1002 1003 
10 1051 1053 
11 1131 1131 
12 1194 1194 

 

the approach of Motto et al. [4], denoted by MO. The 
methodology MO does not consider line switching and thus 
provides an upper bound on the optimal system load shed. 

As can be inferred from Table I, line switching is an 
effective corrective action since it reduces the maximum 
damage associated with deliberate outages, except for cases M 
= 7, 11, 12. In those cases, the proposed genetic algorithm 
attains a solution to problem (1)-(11) with the same level of 
system load shed as that achieved by MO (without line 
switching). Therefore, these solutions are optimal and 
consequently line switching is not required. For the remaining 
cases, line switching mitigates the impact of deliberate outages 
between 43.0% for M = 1 and 0.1% for M = 9. It is interesting 
to observe that for low values of M significant reductions of 
system load shed are achieved. This result supports the use of 
line switching as a corrective action also for random 
unintentional outages considered in traditional vulnerability 
assessment. 

Table II shows the set of lines attacked by the terrorist 
agent and the set of lines disconnected by the system operator, 
corresponding to the best solutions attained by the genetic 
algorithm (Table I). It is worth mentioning that the 
disconnection of a relatively low number of lines yields a 
significant reduction in the level of damage associated with 
deliberate outages. As an example, by just disconnecting line 
9-11 in the case M = 6, a 2.5% reduction in load shedding can 
be achieved with respect to the solution found by MO. 

Fig. 2 shows the results found by MO and the proposed 
genetic algorithm for M = 8. Destroyed lines and switched 
lines are represented by blackened circles and blackened stars, 
respectively. Fig. 2a corresponds to MO and represents the 
optimal attack plan when the system operator is not allowed to 
modify the network topology. In this case, the optimal system 
load shed is 919 MW and the attacked lines are 1-5, 2-6, 7-8, 
11-13, 12-13, 12-23, 20-23A, and 20-23B. If the system 
operator had the capability to modify the network topology, 
the system load shed associated with this attack plan would 
drop to 880 MW by opening lines 1-2, 15-16, and 17-18. 
However, this attack plan is not optimal, as shown in Tables I 
and II, and Fig. 2b. Fig. 2b depicts the best solution found by 
the proposed genetic algorithm. In this case, the system load 
shed is 915 MW, i.e., a 4.0% improvement from the 
perspective of the terrorist agent, and a 0.4% reduction in 
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa 
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Figure 2.  Solutions for M = 8. 
 

TABLE II.  BEST ATTACK PLAN AND ASSOCIATED LINE SWITCHING 
SCHEME 

M vA wA 
01 10-12 4-9, 6-10, 9-11,  

12-13, 13-23, 15-16, 
16-17, 16-19 

02 9-12, 10-12 3-9, 6-10, 8-9, 15-16, 
16-17 

03 9-12, 10-12, 11-13 11-14 
04 12-13, 12-23, 20-23A, 20-23B 3-9, 6-10, 15-16,  

17-18 
05 11-13, 12-13, 12-23, 20-23A, 20-23B 11-14 
06 7-8, 11-13, 12-13, 12-23, 20-23A, 20-23B 9-11 
07 7-8, 11-13, 12-13, 12-23, 15-24, 20-23A, 

20-23B 
– 

08 11-13, 12-13, 12-23, 15-21A, 15-21B,  
16-17, 20-23A, 20-23B 

8-10, 9-12, 11-14,  
13-23, 14-16 

09 7-8, 11-13, 12-13, 12-23, 15-21A,  
15-21B, 16-17, 20-23A, 20-23B 

10-11, 10-12 

10 1-3, 1-5, 2-4, 2-6, 7-8, 9-12, 10-12, 11-13, 
20-23A, 20-23B 

1-2, 4-9, 5-10, 9-11 

11 1-3, 1-5, 2-4, 2-6, 7-8, 11-13, 12-13,  
12-23, 15-24, 20-23A, 20-23B 

– 

12 1-2, 2-4, 2-6, 7-8, 11-13, 12-13, 12-23, 
15-21A, 15-21B, 16-17, 20-23A, 20-23B 

– 

 

system load shed with respect to the optimal solution without 
line switching. The lines attacked by the destructive agent are 
11-13, 12-13, 12-23, 15-21A, 15-21B, 16-17, 20-23A, and 20-
23B, whereas the lines disconnected by the system operator 
are 8-10, 9-12, 11-14, 13-23, and 14-16. 

Finally, Fig. 3 shows the evolution of the best system load 
shed found by the proposed genetic algorithm for M = 8. It 
should be noted that the quality of the best solution found is 
rapidly improved in the first 20 generations. Moreover, it is 
worth emphasizing that the upper bound for the optimal 
solution is 919 MW (optimal solution found by MO in Table 
I) and the best solution found by the genetic algorithm is 915 
MW. Therefore, it seems reasonable to state that the genetic 
algorithm is able to achieve optimality for this case. 
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Figure 3.  Evolution of the system load shed for M = 8. 



V. CONCLUSIONS 
This paper presents a new bilevel programming model and 

a novel solution procedure for the terrorist threat problem in 
an electrical network. The distinctive modeling feature is the 
consideration of line switching as a corrective action by the 
system operator. In order to solve the resulting mixed-integer 
nonlinear bilevel program, a genetic algorithm is applied.  

Numerical results show that line switching is a helpful 
instrument for the system operator to mitigate the impact of 
deliberate outages. In addition, simulations show the effective 
performance of the proposed approach. Research is currently 
underway to develop alternative heuristic-based solution 
procedures. Further work will also analyze the connection or 
disconnection of fast-acting generating units to reduce the 
impact of deliberate outages on power system vulnerability. 

APPENDIX 
The data of the test system that have been modified with 

respect to RTS-96 [19] are listed in Tables III and IV. 

TABLE III.  POWER FLOW CAPACITY (MW) 

Line fPA  Line fPA  
1-2 087.5 12-13 250.0 
1-3 087.5 12-23 250.0 
1-5 087.5 13-23 050.0 
2-4 087.5 14-16 050.0 
2-6 087.5 15-16 050.0 
3-9 087.5 15-21A 250.0 
3-24 080.0 15-21B 250.0 
4-9 100.0 15-24 080.0 
5-10 100.0 16-17 250.0 
6-10 087.5 16-19 050.0 
7-8 087.5 17-18 250.0 
8-9 050.0 17-22 250.0 
8-10 087.5 18-21A 250.0 
9-11 050.0 18-21B 250.0 
9-12 200.0 19-20A 250.0 
10-11 050.0 19-20B 250.0 
10-12 200.0 20-23A 250.0 
11-13 250.0 20-23B 250.0 
11-14 050.0 21-22 250.0 

TABLE IV.  NODAL POWER DEMAND (MW) 

n d
nP  n d

nP  
1 108 10 170 
3 100 13 265 
4 074 14 100 
5 050 15 317 
6 136 16 100 
7 125 18 333 
8 137 19 181 
9 155 20 128 
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